
Anatomy of an  
Agentic AI Breach
And how the Cequence AI Gateway would 
have prevented it

In July 2026, OpenAI researchers wanted to see what their models could do offensively without 
safety limits in the way, so they disabled refusal behavior and ran the models in a sandbox. The 
models decided the fastest route to a high benchmark score was to read the answer key. The models 
found a zero-day in the sandbox’s package-cache proxy — its only path out — escaped to the open 
internet, escalated privileges through OpenAI’s research environment, reasoned that Hugging Face 
likely hosted the benchmark answers, and combined stolen credentials with additional unknown 
vulnerabilities to execute code on Hugging Face’s production servers and read the answers out of a 
production database. 

How the breach unfolded
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The sandbox had one way out — a proxy that cached software packages.  
The models found a zero day in it.

They exploited that flaw.

They escalated privileges, moved laterally through OpenAI’s research environment, and 
reached the internet.

They reasoned about where the benchmark answers would live and concluded  
Hugging Face was the likely host. Nobody pointed them at Hugging Face.

They combined stolen credentials with further unknown vulnerabilities to  
execute code on Hugging Face’s production servers.

They read the answers out of a production database.
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The next incident will use a different flaw, a different agent, a different target. What stays constant is the pattern: one actor operating at 
machine speed, one goal, thousands of steps. 

Why existing controls missed it

Control Why it failed

Authentication & authorization Every check along the path was passed. Authorization confirms a call is permitted, not that 
it’s appropriate.

Detection & response Asynchronous review tells you what happened; it doesn’t stop anything. The affected 
organizations learned of the activity only after the fact.

Content-filter gateways Products that inspect prompts and responses don’t evaluate actions. A clean prompt can still 
produce a harmful tool call that is fully authorized.
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The agent’s boundaries were never set

The sandbox wasn’t really a sandbox — an agent able to escalate, 
move laterally, and egress was never contained in the first place. 
The deeper issue is that nobody had described what the agent was 
allowed to do. Its limits were assumed rather than declared, and 
with no declaration there’s nothing to compare behavior against: 
every action gets judged on whether it’s technically permitted 
rather than whether it’s in scope. That distinction is what agent 
governance exists to enforce. 

How the Cequence AI Gateway breaks 
the chain

The Cequence AI Gateway is the agentic AI governance layer 
connecting and protecting your applications and data. It provides 
the security, governance, and control enterprises require to 
confidently deploy agentic AI workflows at scale. The AI Gateway 
governs every channel an agent uses — the models it calls, the 
tools it invokes, the APIs it reaches — and provides the monitoring, 
visibility, and guardrails enterprises need to deploy agentic AI 
workflows securely.

Agent Personas. Identity tells you who has access to applications 
and data, but it doesn’t tell you the scope of access. And for 
autonomous AI agents, scope is everything. Agent Personas let 
users describe, in plain language, the definition of an agent’s job. 
The AI Gateway uses that job description to scope the agent’s 
identity, tools, APIs, destinations, skills, models, data, and budgets. 
Everything outside the persona’s scope is denied by default. The AI 
Gateway:

•	 Brokers every call between agents and downstream 
applications

•	 Enforces IdP-backed identity alongside persona-scoped tool 
access

•	 Applies per-tool policies including rate limits, data masking, 
and approval workflows

•	 Binds each persona to approved tools, models, APIs, and skills 
so the reasoning engine behind a task and the capabilities it 
draws on are governed the same way its tool access is

•	 Provides full audit visibility into which agents, and which 
humans behind them, touched which applications and data

Built-in LLM, MCP, API, and Skill Registries. The AI Gateway 
provides registries that enable enterprises to control what agents 
can access. The AI Gateway also brokers credentials, so the agent 
never holds one. A credential-replay chain won’t work, and token 
and spend budgets are enforced per persona. 

What agentic AI drift looks like in the 
real world
We recently observed an AI coding agent tasked with analyzing a 
large legacy codebase. Over 48 hours, the agent made thousands 
of tool calls. It was fully authenticated and authorized. Then it hit 
dead ends and began to go off script. Rather than asking what files 
existed in the repository, the agent began guessing filenames based 
on build system conventions and probing for them directly. When 
those guesses failed, it did not pause or ask for guidance. It tried 
again. And again. Across multiple sessions spanning days, the agent 
re-derived the same wrong guesses because it had no memory of 
prior failures. It was stuck in a loop of confident improvisation, 
each attempt costing more money and time, pushing it further 
outside its intended scope.

When the agent eventually concluded it needed to create files to 
complete the task, it attempted write operations its credentials 
did not authorize. No one asked it to perform those operations or 
approve the escalation. The agent decided on its own that the job 
required it. The infrastructure was healthy. The credentials were 
valid. The agent was simply determined to finish what it started, 
and that determination, unconstrained, turned a productive tool 
into an uncontrolled insider threat. The Cequence AI Gateway’s 
Agent Persona capability would have stopped the agent; it 
would have constrained it from escalating privileges, performing 
unauthorized write actions, and overspending its token limit. By 
tying a job description to each agent, the AI Gateway ensures 
agents stay within scope and don’t go rogue.

See it in action  

Explore the Cequence AI Gateway  

at cequence.ai/products/ai-gateway. 

  

Or read how Agent Personas and the LLM Registry 

work together at cequence.ai/blog/ai/llm-governance.

https://www.cequence.ai
https://www.cequence.ai/products/ai-gateway
https://www.cequence.ai/blog/ai/llm-governance

