
Balancing API  
Business Value  
and Security

The cars we drive, the apps we use on our mobile devices, and the gadgets in our 
smart homes are all built on APIs and are founda�onal in driving revenue and 
business value. However, the explosive use of APIs makes them a prime target for 
a�ackers. In response, security teams are using disparate solu�ons that lack 
integra�on, slowing a�ack detec�on response �mes which can result in a failure to 
provide adequate API protec�on from the�, fraud and business disrup�on.  
  
Gartner Peer Insights and Cequence surveyed 300 API security decision makers to 
explore how businesses are maximizing API business value, while maintaining and 
ensuring proper security.

Data collec�on: August 13 - October 31, 2022 Respondents: 300 IT and security leaders

APIs are the currency of exchange for today’s 
digital businesses

Nearly all respondents (79%) said their organiza�on’s revenue dependency on 
APIs will increase over the next 12 months.

The primary use case reported for APIs was to enable data sharing between 
partner ecosystems (66%). 

The use of third-party APIs was viewed as the type of API that drives the most 
business value with 67% while partner-facing APIs came in as a close second at 62%. 

SOAP (61%) and REST (56%) were iden�fied as the top two API technologies 
driving the most business value, while GraphQL is being used by more than one 
third of the respondents.

How much will your organiza�on’s 
revenue dependency on APIs change in 

the next 12 months?

What is your organiza�on’s primary 
driver for using APIs?

Which types of APIs drive the most 
business value?

What API technologies drive the most 
API business value?

Increase 
significantly

Increase 
somewhat

Third-party APIs

SOAP REST GraphQL Async APIs None of  
these

Partner-facing 
APIs

Internal APIs None of these

Stay the same Decrease 
somewhat 

Unsure 
7% 72%

67%

61%
56%

37%
30%

3%

62% 57% 1%

19% 1% 2%

Data sharing 
enablement between 
partner ecosystems

Unsure

Decrease 
significantly 

Consumer demand for 
engaging and efficient 

app experiences

Unlock revenue 
opportuni�es through 

API network visibility 

Launch applica�ons more 
quickly and efficiently via 

faster release cycles

66%

0%

0%

14%

4%

16%

APIs are now the number one a�ack surface 
exploited by cybercriminals with visibility, 
authen�ca�on enforcement, and content inspec�on 
ranking high on the list of API protec�on priori�es. 

More than half (58%) of the respondents reported that their business has been 
impacted by more than three API a�acks per month. Of greater concern were the 
10% who were unsure if they had been impacted. 

Most IT leaders (70%) reported that their organiza�on was using between 21-100 
internal APIs. 

The majority of leaders (67%) also reported that their organiza�on was using 
between 21-100 external APIs. 

IT leaders are most concerned about authen�ca�on enforcement (71%), 
inspec�on of API content to detect a�acks (63%), and DDoS a�acks (59%) when it 
comes to their organiza�on’s use of APIs and the impact on API security. 

How o�en is your business impacted 
by a�ackers targe�ng APIs?

How many internal APIs does your 
organiza�on use? 

How many external APIs does your 
organiza�on use?

What are your top three security 
concerns about using APIs?

3-4 �mes per month

1–20

1–20

21–50

21–50

43%

9%

13%

23%

26%

More than 6 �mes per month  

1-2 �mes per 
month

5-6 �mes per 
month  

We haven’t been 
impacted by a�ackers 

targe�ng APIs

51–100

51–100

101–500

101–500

More than 500 

More than 500 

Unsure 

Unsure 

Authen�ca�on 
enforcement

Inspec�on of API content 
to detect a�acks

DDoS a�acks

Unsure 

5%

14%

10%

19%

47%

41%

12%

12%

7%

5%

2%

3%

71%

63%

59%

10%

1
2

3
Bot a�acks 34%, Lack of context 27%, Profile APIs 23%, No concerns 2%

API protec�on deployments remain a mixed bag of 
disparate solu�ons that lack sufficient integra�on 
to enable rapid response to an API a�ack.  

The majority (71%) of IT leaders have deployed either a web applica�on firewall 
(WAF) and/or an API gateway (63%) to protect their APIs. 

Nearly half (49%) of respondents report that integra�on with mul�ple API security 
tools would have the greatest impact on transparency to their organiza�on’s API 
security tools.

Most respondents (88%) are opera�ng on hybrid or cloud infrastructure. 

Most IT leaders (69%) are able to mi�gate an API a�ack within 24 hours, yet 20% 
report that mi�ga�on can take an en�re day or longer. 

Which of the following has your 
organiza�on deployed to protect your APIs? 

Which of the following would make the 
greatest impact on transparency in your 

organiza�on’s API por�olio?

What is your business 
infrastructure deployed on?

If an API a�ack occurs, how 
long does it take, on average, 

to mi�gate the a�ack?

Web applica�on 
firewall (WAF)

Network firewall

We don’t 
protect our APIs

None of these

API gateway

Run�me app 
self-protec�on 

71%

63%

59%

4%

0%

46%

1-24 hours

1-5 days

Longer than 5 days 

62%

18%
2%

Be�er alignment 
between the security and 
development teams

Holis�c visibility across 
all departments

Unsure

Integra�on of mul�ple API 
security tools

35%

15%

1%

49%

Public cloud 
infrastructure

Private cloud 
infrastructure

On-premises 
infrastructure

Hybrid infrastructure 
(cloud and on-premises) 

15% 27% 12% 45%

Unsure
0%

Most respondents (79%) reported their IT security team oversees API protec�on.

Which team(s) oversees deployment 
and ongoing API protec�on? 

IT security DevOps DevSecOps App 
developers

We don’t 
protect 
our APIs 

None of  
these

79%

51% 47%
37%

2% 1%

Cequence Security protects today’s hyper-connected enterprises from fraud, 
business abuse, data loss and non-compliance caused by a�acks against web, 
mobile, and API-based applica�ons. To get a free API security assessment and an 
a�acker’s view of your API threat footprint, visit cequence.ai/assessment/.

RESPONDENT BREAKDOWN

North America 77%

REGION

EMEA 23%

COMPANY SIZETITLE

1,001 - 5,000 
employees

10,001+ 
employees

Manager
3%

5,001 - 10,000 
employees

22%

C-Suite

VP

33%

Director

43%

25%

46%

29%
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