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APIs are the heart of all things digital, and their ubiquitous
use provides attackers with significant opportunities

o discover exploitable coding erfors or to use bots

to attack perfectly coded APIs.

APIs and Bots: @
Inextricably Connected —[REEEteess

Look beyond the OWASP API Security Top Ten

o 5 t0.a category defined as API10+: API Abuse.
Analysis of more than 20 billion transactions observed in hat encompasse the diffes TSI

alf 2022 demonstrate the inextricable connection perfectly coded APl might be abused.
n APIs and bots.

OWASP Top 10+ Bot Attack Type
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Shadow APlIs are
the #1 Attack Vector

Roughly 31%, o 5 bllion of the 16.7 billion malicious p
transactions observed targeted unknown, unmanaged Drivers
and unprotected APIs. Insufficient visibilty and inventory tracking (OWASP

API9: Improper Asset Management), poor quality
assurance, no formal publication process, ntemal APIs
publicly exposed.

Abuse Examples
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SHADOW APIS.

API10+: Perfectly Coded APIs
Abused by Bots

API10+ highlights how attackers target perfectl
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O API Protection Tip

Use API10+ to understand the connection between APIS
bots - an APl only view would miss the behavioral abuse:
terns that fallinto this category:

ATO Mitigation
Saves $193 Million

Often the result of Broken User
Authentication (API2) errors,
account takeovers remain
popular due to their versatility,
which is amplified by API e
e e s 1.17 Billion

ATO Attempts Mitigated
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fraud by executing a purchase or Accounts Protected

gift card validation from a
‘compromised account.
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Blocked Inventory API
Attack Saves $80,000

Attackers leveraged OWASP API4 (Lack of Resources
and Rate Limiting) and APIS (Broken Function Level
Authorization) to enumerate a local inventory API
used by Ulta Beauty.

Behaviors Observed

Rotated across 153,000 unique
product and SKU combinations.
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& Scraped 61,000 ZIP codes

and 33,000 products.

380,000 saved: 5.9 million malicious requests
blocked resulting in infrastructure and loss
prevention savings.

SIM Swapping and OWASP API1

Attackers tried to digitally steal mobile devices using ‘ 0
y 200 1P ADDRESSES
en Object Level Authorization (API1) to: =
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SIM card transfer

Take control of
the other accounts
using SMS-based

two factor authentication
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9 Million +

} Behaviors
malicious requests Observed
were mitigated based

on behaviors observed

Multiple OWASP
Threats Used in Unison

‘The use of API2, API3, and API9 together signifies  high
level of API analysis attackers are performing to achieve
their end goal

O API Protection Tip

Developers and security teams alike must stay.
ever vigilant in following AP coding and
protection best practices.

Sensitive Data Exposure

Attackers confirm their targets

using data collected from API

responses (API3 Excessive
Data Exposure).
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‘Shadow APIs

Partner Ecosystem
APIs Enable Digital )
Supply Chain Attack

Attackers targeted a financial services N S )!
partner ecosystem API to execute a 1 3

series of coordinated credential stuffing
attacks against multiple financial
institutions.
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Behaviors Observed
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50 Million +
malicious requests
were mitigated based
on behaviors observed

Read the full API Protection Report,
First Half 2022

Continuous API Protectiol

quence Unified API Protection (UAP) solution goes beyond AP security approaches that
may focus solely on one aspect of the API protection journey.

Discovery Detection
Identify ALL Public Facing APIs Detect Attacks As They Happen
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Inventory Continuous API Prevention
Provide Protection Lifecycle Block
Unified Attacks
Inventory Natively

of ALL APIs inReal Time

Compliance Testing
Ensure Adherence to Securif Secure New APIs.
and Governance Best Practices Before Go-Live

Schedule a personalized demo at www.cequence.ai/demo/
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